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Subject : Gine Korfezi — Deniz Ticareti Bilgi Paylasim Merkezi (MTISC-GoG) ne Rapor Verilmesi Hk.

Sirkiiler No: 197 /2016

Ilgi (a) 01.03.2016 tarihli 166/875 sayih Sirkiilerimiz.
(b) Uluslararasi Deniz Ticaret Odasi’nin ( ICS) Gine Korfezi — Deniz Ticareti Bilgi Paylagim
Merkezi (MTISC-GoG) Hk. 3 Subat 2016 tarihli MC (16)14 sayili sirkiileri.

Ilgi (a) yazi ile;

- Gine Korfezi ,Deniz Ticareti Bilgi Paylasim Merkezi (Maritime Trade Information Sharing Centre
,MTISC-GoG)’nden bélgedeki olasi Deniz haydutlulugu aktivitelerine zemin olusturmak maksadiyla bilgi
sizdinldigina yonelik giivenlik ihlali rapor edildigi,

-S6z konusu giivenlik ihlalinin heniiz resmi olarak dogrulanmadig, siire¢ igerisinde Gine Korfezi
,Deniz Ticareti Bilgi Paylasim Merkezi (MTISC — GoG) ‘ne rapor verirken dikkatli olunmasi, gemilerinin
mevkilerinin tespit ve takibine y6nelik bilgileri vermekten kaginmalarinin kuvvetle tavsiye edildigi,

-Sirket Risk Degerlendirmeleri ve Armatdrler, Isletmeciler ve Gemi Kaptanlari i¢in Gine Korfezinde
Deniz Haydutlugu’na karsi Korunma Rehberindeki prosediirlerin uygulanmasina devam edilmesi , Bat1 Afrika
Rapor verme alanlarina girig yapan gemilerin, bdlgedeki olaylardan haberdar olmak i¢in halen MTISC — GoG
kayit olmalar1 gerektigi,

-Uluslararasi Deniz Ticaret Odas1 Sekreterliginin konunun takibine devam edecegi ve durumun daha
netlik kazanmasi halinde bilgilendirme yapilacagi belirtilmekteydi.

flgi (b) yazi ile ;

- MTISC GoG’ un kurulmasi, isletilmesi ve koordine edilmesine yardimci olan ,Yakit Sirketleri
Uluslararas1 Denizcilik Forumu (OCIMF)’nun  6nerisine yer verilmekte olup, Danimarka Sahil Giivenlik
Komutanlifi Uluslararasi Gemi ve Liman Tesisleri Giivenligi beyanlarindaki iddialarin esaslarinin ortaya
¢ikarilmasi konusunda gelisme kaydedildigi,

-Konuyu agikliga kavusturmak, iddialarina destekleyici somut kanitlar sunmalari, aksi taktirde
iddialarin1 geri ¢ekmeleri dogrultusunda, Danimarka Deniz Kuvvetleri ve Sahil Giivenlik Komutanlig
Yetkilileriyle goriismek icin toplantilar ayarlandigi,

-S6z konusu iddialarin bdlgede etkin bir sekilde gorev yapan, Deniz Ticaretinin giivenli bir sekilde
islerliginin saglanmasi yoniinde yardimci olan ve degerli bilgiler veren tek bilgi paylasim merkezi olan
MTISC-GoG’ a muazzam bir zarar verdigi,
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-Yakit Sirketleri Uluslararasi Denizcilik Forumu (OCIMF) Direktorii Sn. Andrew CASSELS’in
goriigii  dogrultusunda, Danimarka Sahil Giivenlik Komutanhig’'nin iddialarim1 kamtlayic1 sebepler
sunmadaki uyusmazliklar1 neticesinde iddialarini kanitlayici saglam dayanaklarinin olmadigi sonucuna

vardiklar: belirtilmektedir.

-Uluslararas1 Deniz Ticaret Odasi (ICS) bu goériislerin 1518inda, soz konusu iddialarin
kanitlanmasindaki giicliikleri goze alinarak, 6nceden de belirtildigi iizere bilgede etkin sekilde gorev
yapan Denizcilik Endiistrisi i¢cin tek bilgi paylasim merkezi olan ve Ticari Deniz Filosunun giivenli bir

sekilde islerlifinin sagflanmasina dikkate deger bir katki saglayan,

MTISC-GoG’ a rapor

verilmesinin, olasi risklere karsi daha giivenli oldugunu bildirmektedir.

-ICS Sekreterliginin konunun takibine devam edecegi ve durumun daha netlik kazanmas: halinde

bilgilendirme yapilacagi belirtilmektedir.

Bilgilerinizi arz ve rica ederiz

EKLER:

-EK-1 Ilgi (b) Yaz1 (2 sayfa)
DAGITIM
GEREGI
- Tiim Uyelerimiz (WEB Sayfasinda)

- Tiirk Armatorler Birligi
- S.S. Gemi Armatérleri Mot. Tas. Koop.

- Vapur Donatanlar1 ve Acenteleri Dernegi
- 15,16,17,18,19,20, 21, 22 23, 24, 25, 27,28

29,30,31,32,35,36,37,40,41,42,43 ve 44°ncii

Meslek Komitesi Baskan ve Uyeleri
- KOSDER
- ROFED
- UND
- TURK LOYDU
- Tiirk Uzakyol Gemi Kaptanlar1 Dernegi

- Gemi Makineleri isletme Miihendisleri Odas1

- WISTA
- Gemi Sahibi Firmalar
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3 March 2016
To: MARINE COMMITTEE MC(16)14
Copy: All Full and Associate Members (for information)

PIRACY — REPORTING TO MTISC GOG UPDATE

Action required: Members are advised that further information has been provided
by OCIMF on the alleged security breach at MTISC-GOG reported in MC(16)10
and, in light of this, it is recommended that ships in the region report to the
centre as normal since the benefits outweigh the potential risks.

Following circular MC(16)10, which reported an alleged security breach in the Maritime
Trade Information Sharing Centre, Gulf of Guinea (MTISC-GoG), members are advised
that OCIMF, which has helped coordinate the establishment and operation of MTISC-
GOG, has provided the following advice:

“OCIMF provided this update on the situation in respect to information
security at MTISC-GoG.

Since Friday, there has been little progress in unearthing any substance on
the allegations contained in the Danish Coastguard ISPS
statement. OCIMF had hoped fo meet with the military as of Monday but
for good reason that meeting didn’t happen. A meeting with the Chief of
the Navy/Coastguard and Chief of Defence has been arranged for
Thursday in a further aftempt to solicit some evidence supporting their
allegation, or to convince them to withdraw the allegation as it is doing
tremendous harm to MTISC-GoG. MTISC-GoG is the only functioning
information sharing centre in the GoG,; it is up and running and delivering
valuable information to the Merchant Marine to help keep them safe.



So, there remains no solid information to determine if there is any substance
to the allegation in the ISPS statement issued by the Danish Coastguard.

| can reiterate that:

i) information security at MTISC-GoG is tight but without further
information we cannot determine if there has been malicious
sharing of information; even had there been malicious sharing of
information...

ii) ...the sensitivity of the information handled by the Operations
Centre is low and not really of sufficient detail to be used by
pirates to plan and execute and attack.

OCIMF’s position remains...
)] This is an unsubstantiated allegation.
ii) Information security has been reviewed and procedures have
been found to be both comprehensive and complied with.

In light of the Danish Coastguard'’s intransigence to offer any information to
support their allegation I, and others, are coming to the conclusion that there
isn’t any substantive information that would warrant the issuing of an ISPS
statement.

Andrew Cassels
Director
Oil Companies International Marine Forum”

In light of this and the difficulty of substantiating the claim, it is felt that the benefits of
reporting to MTISC-GOG outweigh the potential risks. MTISC-GOG remains the only
functional reporting and information sharing centre in the region for the shipping industry
and as such is of considerable value in enhancing the security of the merchant fleet.

The situation will continue to be closely monitored and the secretariat will provided
further information on the alleged breach as and when it is received. Any information or
advice members have pertaining to the alleged breach should be provided to the
undersigned (john.stawpert@ics-shipping.org), as should any further enquiries with
respect to registration with and reporting to the centre.

John Stawpert
Manager (Environment and Trade)



